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ABSTRACT 

 

This paper is situated at the border between privacy studies and law and media studies. More 

precisely, the research aims to find out how the discourse on privacy is reshaped in the con-

text of the upcoming technological changes envisaged in the scenery of the IoT. In a world 

where potentially all items become connected, the era of the Web 2.0 seems to fade away and 

leave the floor for a new era where the machines are also empowered as to create human-

related content. One of the dimensions of this technological shift is the ubiquity of data and 

the continuous flow of information it involves. In this new landscape, individual privacy is a 

construct that necessitates further reflection and content analysis. Where legislation sets up 

for being the patron of data protection, the European legal rules are undergoing a reform pro-

cess aiming to adapt the legal framework to the social realities.  

 

In light of the above, this paper starts by mapping how privacy was conceptualized by 

analyzing different theories set up in various media contexts. It follows by sketching the new 

media context of the IoT and mainly how it functions and where it applies. In order to draw a 

conclusion on how the new type of communications under the IoT can carve the notion of 

privacy, this paper will analyze the legal texts that aim to regulate the field of privacy. Legal 

texts are chosen as empirical material because they are the best barometer of social realities. 

In addition, in this particular field, the European legal background is subject to a reformation 

aiming to impose stricter rules that mirror the need for a stronger protection of privacy under 

the fast technological changes.  

 

After the analysis of the empirical material, the research applies the findings on the IoT to the 

legal background in order to assess whether the legal regime is strong enough to protect 

personal data. After carrying out this examination, the theories presented at the beginning of 

the paper are tested under the IoT scenery in order to assess which one is the most 

appropriate for the new context. The analysis reveals that surveillance theories and especially 

the panspectric gaze theory are the most applicable in the IoT scenery.  
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1. INTRODUCTION 

 

1.1. Background 

 

The concept of “IoT” has been at the forefront of expected technological breakthroughs. Also 

known under the related concepts of “Cloud of Things (CoT), Industrial Internet, Internet of 

Everything, Web of Things, Machine to Machine (M2M), Smarter Planet, and Digital Life”
1
, 

the IoT promises to revolutionize the functioning of devices, appliances, cars and even cities, 

mainly by connecting them to the Internet. The “things” will thus be in control of their owner 

even from a distance (for instance, turning them off or on), will be able to communicate 

between themselves and will submit information to data centres that will further analyse it in 

order to perfect the functioning of the device in question. These are just few of the endless 

possibilities of the technological revolution predicted to take place by rendering intelligence 

to devices. 

 

The IoT already started to settle in in the everyday life of people, although it is only in a 

nascent phase. According to a Cisco approximation, already in 2013 0.6% of the physical 

objects were connected, meaning that around 10 billion of the existing 1.5 trillion things in 

the world are connected
2
. Around 50 billion devices are expected to be connected by 2020

3
, 

which will thus generate enormous amounts of data. The figures mentioned throughout the 

studies in the field of information and communication technology demonstrate the 

exponential growth of the data volume: “in 2010, the total amount of data on earth exceeded 

one zettabyte (ZB)
4
 (…). By end of 2011, the number grew up to 1.8 ZB (…) Further, it is 

expected that this number will reach 35 ZB in 2020”
5
. The economic impact of the IoT is also 

predicted to be colossal. According to a study in the field, the relevant market is projected to 

                                                           
1
UK Intellectual Property Office Informatics Team, Eight Great Technologies. The Internet of Things: A patent 

overview, 2014, Available from: 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/343879/informatics-internet.pdf 

(accessed January 23, 2017), pp. 2-3. 
2
J. Bradley et al, Embracing the Internet of everything to capture your share of $14.4 trillion, Cisco Systems, 

2013, Available from: http://www.cisco.com/c/dam/en_us/about/ac79/docs/innov/IoE_Economy.pdf (accessed 

January 24, 2017). 
3
J. Nelson, How to address Internet of Things (IoT) from a Patent perspective, 2015, Available from: 

http://www.zacco.com/how-address-internet-things-iot-patent-perspective (accessed January 22, 2017). 
4
 One ZB is 10

21
 bytes. 

5
A. Zaslavsky et al, Sensing as a Service and Big Data, Proc. Int’l Conf. Advances in Cloud Computing (ACC), 

2012, p. 21, Available from: https://arxiv.org/ftp/arxiv/papers/1301/1301.0159.pdf (accessed January 31, 2017). 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/343879/informatics-internet.pdf
http://www.cisco.com/c/dam/en_us/about/ac79/docs/innov/IoE_Economy.pdf
http://www.zacco.com/how-address-internet-things-iot-patent-perspective
https://arxiv.org/ftp/arxiv/papers/1301/1301.0159.pdf
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increase from USD 655.8 billion in 2014 to USD 1.7 trillion by 2020
6
. As data translate into 

money for certain industries, it is worth noting that according to another research conducted 

by McKinsey, the IoT is estimated to create an economic impact of USD 2.7 trillion to USD 

6.2 trillion annually by 2025.
7
 

 

The IoT is a complex system that involves several technologies and different types of actors. 

The technical parts of the IoT are classified in: (1) end nodes: the IoT-enabled devices that 

include sensors that collect, receive and transmit data, (2) connectivity: the network 

transporting the data, (3) data centers: the servers that store the data, (4) analytics / 

applications: the tool for analysing the data and extracting patterns and (5) security: the layer 

embedded in each of the parts of the IoT in order to prevent from data breach and 

infractions.
8
 

 

In this complex architecture, all of the above-mentioned points set forth specific issues in 

terms of data protection and privacy. “Compared to the Web era, the IoT is more vulnerable 

to privacy violations. Therefore, researchers as well as IT professionals will pay more 

attention to IoT technologies, business models, and potential regulatory efforts to ensure that 

more secure and privacy-preserving IoT data management techniques are developed.”
9
  

 

Not only the number of devices collecting data from the user will multiply significantly, but 

also the type of data will be more complex: from number of coffees preferred per day to car 

dysfunctionalities, health problems and mood status perceived by wearable devices. 

Moreover, the actors involved in the IoT landscape exceed by far the actors traditionally 

involved in the telecommunication industry not only in number, but also in the multivalence 

of branches involved in the process. The figure below explains and exemplifies such structure 

                                                           
6
A. Aggarwal, K. Bhutani, Intellectual Property Issues and Internet of Things (IOT), 2016, Available from: 

http://www.effectualservices.com/intellectual-property-issues-and-internet-of-things/ (accessed January 23, 

2017). 
7
J. Manyika et al, “Disruptive technologies: Advances that will transform life, business and the global economy” 

in McKinsey Insights and Publications, May 2013, Available from: http://www.mckinsey.com/business-

functions/digital-mckinsey/our-insights/disruptive-technologies (accessed January 23, 2017), p. 51. 
8
H. Kenie, Internet of Things: Another Industry Patent War?, 2015, Available from: 

http://www.finnegan.com/resources/articles/articlesdetail.aspx?news=1031eb8f-a92a-4dca-9664-0e6169ae819a 

(accessed January 22, 2017). 
9
C. Perera et al, ‘Big Data Privacy in the Internet of Things Era’ in IT Pro, May-June issue, 2015, Available 

from: https://www.researchgate.net/publication/270222177_Big_Data_Privacy_in_the_Internet_of_Things_Era 

(accessed January 26, 2017). 

http://www.effectualservices.com/intellectual-property-issues-and-internet-of-things/
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/disruptive-technologies
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/disruptive-technologies
http://www.finnegan.com/resources/articles/articlesdetail.aspx?news=1031eb8f-a92a-4dca-9664-0e6169ae819a
https://www.researchgate.net/publication/270222177_Big_Data_Privacy_in_the_Internet_of_Things_Era
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in an accurate manner. 

 

Source: J. Nelson, How to address Internet of Things (IoT) from a Patent perspective, 2015, 

Available on-line at: http://www.zacco.com/how-address-internet-things-iot-patent-

perspective. 

 

The issues and risks related to data processing in the field of the IoT are promised to be 

solved by the current legislation on data protection. In the EU, the regulative framework is 

undergoing a process of modernization and adaptation to the external realities. The current 

Data Protection Directive will be replaced as of 25 May 2018 by the Data Protection 

Regulation. Not only that, unlike the directive, the regulation is directly applicable in the 

legislation of the Member States, thus offering a more uniform protection for the Internet 

users, but it also provides for stricter rules in respect of data protection. The Data Protection 

Regulation aims to counterpoise the vulnerabilities of privacy in light of the new instruments 

for data collection, including under the IoT. 

 

Nevertheless, despite the ongoing updating process, the legal framework cannot keep pace 

with the rapid technological developments. In the case of the IoT, due to its novelty, not all 

legal implications are yet known and thus it is very plausible that issues that are not covered 

by the EU legislator will arise in practice. Thus, throughout the period of transition towards 

the IoT, the data protection legal system will be challenged in order to provide solutions for 

issues it was not created to solve. It is such challenges that determine a stronger discourse on 

privacy in the attempt to counterbalance the ubiquity of data flows. Whether the stronger 

http://www.zacco.com/how-address-internet-things-iot-patent-perspective
http://www.zacco.com/how-address-internet-things-iot-patent-perspective
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discourse suffices in order to keep the balance between the colliding interests of the various 

parties remains to be seen in chapter 4 (Application of the IoT to the Legislative Framework). 

 

1.2. Purpose and research questions 

 

Considering that the everyday life of individuals will be increasingly more monitored by 

various devices aiming to add to the comfort and safety of their users, data will be harder to 

protect. As a result, new institutional discourses aim to set forth new rules that will only be 

able to counterbalance the technological shift to a certain extent. In this context, discourses 

on privacy should be reassessed and tested from the perspective of the upcoming change in 

the everyday life.  

 

In order to address a part of these issues, the purpose of this research is to analyse the 

interplay between the upcoming changes brought by the IoT, the reformation of the data 

protection system under EU legislation and the conceptualization of privacy. Starting from 

how privacy is defined under various theories, this research then analyses the legal discourse 

aiming to counterpoise the upcoming realities in order to test how the discourse on privacy is 

reshaped consequently.  

 

More precisely, this thesis aims to analyse the way in which the discourse on privacy is 

reinvented in the new architecture of interconnected devices and complex flows of data, 

considering a potential stronger legal discourse on the matter, but also the difficulties of 

clearing all issues under general legal provisions.   

 

The main research questions are the following: 

 

1. What is the current EU legal framework in respect of data protection and 

privacy?  

2. How does the EU legislator address the challenges of the IoT by adapting such 

framework to the social and technological changes? 

3. What are the issues and gaps in the legal framework in relation to the IoT 

architecture? How do such issues leave room for privacy breaches? 

4. To what extent are the theories on privacy applicable in the new scenery? 

What are the new perspectives on the discourse on privacy? 
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1.3. Method and material 

 

This paper will use as empirical material legislative and policy documents. Legal texts were 

chosen to serve as empirical material because legislation is the institutional response to the 

developments occurring in the “real life” and they aim to mirror the values that need to be 

safeguarded and the necessary measures to protect these values. Moreover, legal texts are the 

expression of the institutional discourse on privacy, reflecting how the EU bodies relate and 

value privacy. Where privacy is considered a value and thus is protected as a right (the right 

to privacy is internationally-recognized and it represents a human right
10

), the way in which a 

law system is designed expresses how the value itself is shaped in a society. 

 

In order to analyse the empirical material mentioned above, the legal dogmatic method and 

the European legal method are employed. According to legal scholars, the legal dogmatic 

approach “aims to give a systematic exposition of the principles, rules and concepts 

governing a particular legal field or institution and analyses the relationship between these 

principles, rules and concepts with a view to solving unclarities and gaps in the existing 

law.”
11

  

 

After the identification thereof, the rules will be analysed considering the hierarchy of such 

norms and practices and the relationships between them in order to achieve a coherent image 

of the field. The legal European method refers to the analysis of the rules concerning the 

specific principles of European Union law (hierarchy of norms, interpretation principles). The 

main materials will be: the ECHR, the TFEU, the current Data Protection Directive and the 

Data Protection Regulation, that will be applicable as of 25 May 2018 and the Directive on 

Privacy and Electronic Communications. Thus, as a first step, relevant legislation, policies, 

practices of the industry and case law will be identified in order to map a unitary image of the 

legal framework. 

 

                                                           
10

UNHR, International Covenant on Civil and Political Rights - Adopted and opened for signature, ratification 

and accession by General Assembly resolution 2200A (XXI) of 16 December 1966 entry into force 23 March 

1976, in accordance with Article 49, Available from: 

http://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx (accessed April 21, 2017). 
11

J. M. Smits, What is legal doctrine? On the aims and methods of legal-dogmatic research, Maastricht 

European Private Law Institute Working Paper  No. 2015/06, 2015, p. 5, Available from: from the Social 

Science Research Network at http://www.ssrn.com (accessed January 26, 2017). 

http://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
http://www.ssrn.com/
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After such mapping of the legal background, in order to further analyse the new perspectives 

on privacy, a discourse analysis of the theoretical background in relation to the legal 

framework will be performed so as to assess how the construct of privacy is constructed 

under the new social and technological realities.  

 

1.4. Delimitations 

 

First of all, the theories on privacy presented and analysed in this paper are only a few of the 

theoretical perspectives on privacy and are chosen in order to illustrate an evolution in the 

construction of the discourse on privacy, from more formal and normative approaches, to 

privacy as a dynamic process and, finally, surveillance theories. The concept of privacy will 

be analysed outside political theories, such as liberal views vs. non-liberal views on privacy.   

 

Secondly, as the IoT is a very complex technology that will benefit a large variety of 

industries, as seen below, and as it is in an incipient stage that makes it hard to predict all the 

directions it will expand towards, this research will focus
12

 on certain IoT domains that are 

closely linked to privacy issues due to the fact that the devices in question are actually in 

contact with the individual whose privacy is at stake. As a result, issues such as smart cities, 

smart cars or M2M applications will be less envisaged by this research. The technologies in 

focus are described below.  

 

1.4.1. Wearable Computing 

 

Wearable computing consists of regular, everyday life wearable clothes and accessories to 

which sensors are attached in order to extend the functions of the things in question.
13

 “They 

may embed cameras, microphones and sensors that can record and transfer data to the device 

manufacturer. Furthermore, the availability of an API for wearable devices (...) also supports 

the creation of applications by third parties who can thus get access to the data collected by 

those things.”
14

 

 

                                                           
12

As inspired by document cited below in n (12). 
13

EC through the Working Party on the Protection of Individuals with Regard to the Processing of Personal 

Data, Opinion 8/2014 on the on Recent Developments on the Internet of Things, 2014, p. 5, Available from: 

http://www.dataprotection.ro/servlet/ViewDocument?id=1088 (accessed February 3, 2017).  
14

Idem. 

http://www.dataprotection.ro/servlet/ViewDocument?id=1088
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1.4.2. Quantified Self 

 

Quantified self-devices are meant to be carried by individuals regularly and record 

information on the certain patterns, such as sleep patterns, or on the lifestyle they have, such 

as devices meant to count how many kilometres one walks daily and convert it into burned 

calories.
15

 “By observing trends and changes in behaviour over time, the collected data can be 

analysed to infer qualitative health-related information including assessments on the quality 

and effects of the physical activity based on predefined thresholds and the likely presence of 

disease symptoms, to a certain extent.”
16

 In this respect, quantified self-data are even more 

relevant to this research because one class of data collected under this system refers are 

health-related, and thus potentially sensitive, as analysed below.
17

 

 

1.4.3. Home automation 

 

Any home appliance has the potential to become a smart home appliance and be connected to 

and controlled through the Internet: from light bulbs to ovens or coffee machines. As regards 

the privacy issues they raise,  

 

“things containing motion sensors can detect and record when a user is at home, what 

his/her patterns of movement are, and perhaps trigger specific pre-identified actions 

(e.g. switching on a light or altering the room temperature). Most home automation 

devices are constantly connected and may transmit data back to the manufacturer.”
18

  

 

Thus, the amount and nature of the data they provide is very detailed on the habits and 

lifestyle of the individual in the home.
19

 

 

Note should be made that the categories described above are not strict and can interact. For 

example, an item such as a smart watch included in the wearable computing category can also 

monitor certain health indicators and thus enter the quantified self-category.
20

 

 

                                                           
15

Idem. 
16

Idem. 
17

Idem. 
18

Ibidem, p. 6. 
19

Idem. 
20

Idem.  
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Another delimitation regarding the IoT is that, alternatively to the user’s consent for data 

processing, certain business models might ask for pecuniary compensation in exchange of no 

processing. This alternative scheme is outside the scope of this research. 

 

Thirdly, this paper is also limited from the point of view of the legal scope. This research will 

be limited to the EU legal framework and other jurisdictions will not be taken into 

consideration. Another aspect to be kept in mind is that the material concerns the privacy of 

natural persons and does not concern the privacy required for conducting businesses, thus of 

the legal persons. 

 

1.5. Situating the analysis in the context of previous research  

 

The following chapter will present the main points of certain theories on privacy. As stated 

under section 1.4 above (Delimitations), the theories considered the most relevant for the 

purposes of this research were chosen in order to be reanalysed from the point of view of the 

upcoming changes in the discourse on privacy.  

 

Privacy is subject to many studies either in the field of media studies or in the field of legal 

studies. This paper aims to combine legal material, along with a critical approach to such 

material in order to test media and communication theories. Part of the theoretical 

background on privacy is described in chapter 2 (Theoretical Context). This study aims to 

critically analyse these theories from the point of view of the collision between the emergent 

media of IoT and the legal endeavours to balance the privacy issues it raises. As it will be 

concluded, surveillance-based theories are the most appropriate to explain the empirical 

material presented under this research. In any case, this paper distinguishes itself from the 

previous research taking into consideration that it performs a legal analysis of the issues 

under investigation.  

 

Bearing in mind the tools set forth under this introductive part, the following chapter will 

briefly present the theoretical background, namely main elements of relevant theoretical 

approaches, but also the essential points regarding the IoT from a privacy perspective. 
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2. THEORETICAL CONTEXT 

 

2.1. The concept of privacy 

 

This paper analyses how the legal perspective collides with the social realities, as dictated, 

among others, by the advances in technology. From this point of view, this research shares the 

view that society is shaped and dictated to a large extent by the tools it uses: “Human beings 

and human societies are constituted by webs of cultural and material connections. Our 

beliefs, goals, and capabilities are shaped by the cultural products that we encounter, the tools 

that we use, and the framing expectations of social institutions.”
21

 This research will also 

analyse privacy as an organic construct that varies depending on how individuals perceive it 

and negotiate it in different contexts that are shaped by technology. 

 

This chapter will address some of the main theories on privacy in order to achieve a broader 

perspective of the discourse and compare it to the conceptualization deriving after studying 

the empirical material below.  

 

Privacy is a complex construct that can be regarded from several perspectives: from a 

normative point of view, as a right, from a physical point of view, a state of the human being, 

from a psychological vantage point, or as a subjective psychological state.
22

 

 

In the Western world privacy has been and is an idea placed at the forefront of the individual's 

construction of himself / herself and the space inhabited by her/him. Already the philosophers 

of ancient Greece contemplated on the dimensions of privacy, as the most closely linked 

value to one's inner space. For example, Aristotle saw life as divided into two dimensions: the 

public and the private. The private sphere was mostly represented by private homes and 

households that were in contrast with the public sphere mostly defined by the spaces for 

political activities. Another example is Epictetus, also a Greek philosopher that distinguished 

between the private and the public dimensions on the criterion of control: the private was 

what lies in our control, while the public is beyond our control. In this sense, Epictetus 

argued that only our inner self and thoughts are in our full control and thus private, while the 

                                                           
21

J. Cohen, Configuring the networked self: law, code, and the play of everyday practice, New Haven: Yale 

University Press, 2012, p. 2. 
22

M. Z. Yao, Self-Protection of Online Privacy: A Behavioral Approach, in S. Trepte and L. Reinecke (ed.), 

Perspectives on Privacy and Self-Disclosure in the Social Web, Berlin, Springer, 2011, p. 111. 
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outer appearance, one’s body does not lie in our sole control and are therefore public to an 

extent.
23

 

 

Actually it does seem that privacy is mostly considered in relation to personal spaces – either 

under the concrete form of a home, or under the metaphorical form of one's consciousness 

and inner life, or concerning the physical manifestation of the self – the body. Moreover, the 

on-line realm adds to the dimensions of the self: (i) the virtual self, (ii) the virtual spaces 

inhabited by the personal self in the on-line (personal spaces on social media platforms, for 

instance) and (iii) the traces we leave when wandering around such personal or public spaces. 

Furthermore, the IoT is capable of combining the dimensions of the self in the real life with 

the dimensions of the virtual self into a new, hybrid dimension. 

 

The following sections will briefly present the main elements of relevant theoretical 

approaches. 

 

2.1.1. Normative theory 

 

One of the classical theories on privacy that lies at the foundation of further ramifications is a 

normative theory deriving from a lawyer and a political scientist: Alan F. Westin. In his book 

“Privacy and Freedom”, Westin defines privacy as “the claim of individuals, groups, or 

institutions to determine for themselves when, how, and to what extent information about 

them is communicated to others. [Moreover] ... privacy is the voluntary and temporary 

withdrawal of a person from the general society through physical or psychological means.”
24

 

Therefore, the main components of privacy under Westin's definition are: (i) control over the 

data flow; (ii) space rupture as the element distinguishing between public sphere and private 

sphere; and (iii) the multi-valence of manifestations of privacy – under physical or 

psychological form. 

 

According to Westin, privacy manifests in four different states: (i) solitude is the state in 

which the individual cannot be observed by other individuals; (ii) intimacy is a type of 

“group” solitude, where one group is isolated from other groups / individuals and allowing 
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the members to create close bonds; (iii) anonymity is a state where the individual is free from 

identification in public spaces; and (iv) reserve is the state where the individual has the 

freedom to keep certain aspects undisclosed to others and involves that other individuals 

respect this reserve.
25

  

 

Westin also analyses the functions of privacy: (i) personal autonomy is the privacy function 

that enables the individual to reject any outside manipulation or domination by maintaining 

its personal space; (ii) emotional release is a “cleaning function” allowing the individual to 

clear the accumulated social tensions, mainly arising from the different roles she/he needs to 

play within the society (and thus the public sphere); (iii) self-evaluation is the privacy 

function that enables the individual to independently reflect upon the accumulated 

experience, analyse it and draw meaningful conclusions; and (iv) limited and protected 

communication, where limited refers to the existence of personal boundaries, and where 

protected means creating trust bonds with others.
26

 

 

2.1.2. Social interaction theory 

 

A complementary view to the theory above is considering privacy from a behavioural 

perspective. In this sense, Irwin Altman defines privacy as  

 

“selective control of access to the self or to one's group. This definition (…) allows 

for a variety of social units in privacy phenomena, e.g. individual-individual, 

individual-group, and the like. Second, it permits an analysis of privacy as a 

bidirectional process, i.e. inputs from others to the self and outputs from the self to 

others. Third, the definition implies selective control, or an active and dynamic 

regulatory process.”
27

 

 

Thus, first of all, Altman distinguishes between individuals and groups - as distinct subjects 

of privacy and further analyses the dynamic relationship between the two social units in the 

privacy context. Moreover, for Altman, privacy has a dialectic nature, and includes not only 

separation and isolation from others, but a continuous process of withdrawal from the world 
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and coming back to the world, in the attempt to keeping a balance between the over-

stimulation of the outside world and the over-separation of solitude.
28

 

 

Apart from the functions of privacy, Altman analyses a series of privacy mechanisms 

implemented by behaviour manifested as verbal or non-verbal communication, cultural 

rituals and customs.
29

 A relevant point in this respect (from the perspective of this research) is 

the environmental privacy mechanisms, mostly regarded as the physical spaces that impose 

privacy. Altman divides these physical mechanisms in several categories: (i) personal spaces, 

ranging from intimate distance to formal meetings distance (ii) areas objects and territories, 

mostly focusing on the division of spaces inside the family home in order to achieve privacy 

and (iii) culturally-based mechanisms, noting certain customs that vary from culture to 

culture in order to draw attention on the need for privacy.
30

 

 

2.1.3. Communication Privacy Management Theory 

 

This theory, developed by Sandra Petronius, keeps the dialectical view of Altman and 

analyses the balance between the degree of openness and the degree of privacy that lead to a 

good management of information for the functioning of the individual in society. According 

to the author, the theory of communication privacy management is a convenient background 

considering that  

 

“the nature of confidentiality requires us to see that (1) privacy and confidentiality 

work as a tension and (2) the concomitant needs for privacy and granting access 

function to influence the choices people make to reveal or conceal. Thus, the 

dialectical push and pull of this tension underpins decision criteria that people use to 

open up about private issues, thereby establishing a confidant relationship or enabling 

people to retain their private information. Thus, people often make decisions about 

revealing information about themselves based on judging risk-benefits, because of 

certain motivations to reach a goal, or based on cultural expectations.”
31
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According to Petronius, another aspect of setting privacy limits is the interplay between 

individual and collective boundaries. First of all, each individual develops according to his / 

her own criteria, a set of rules with respect to privacy and it is these rules that create the 

individual privacy boundary. Secondly, when the individual decides to share her / his private 

information with others, the boundary is broadened and it becomes collectively-owned 

information limited by a collective boundary.
32

 It is noteworthy thus that privacy applies both 

to individuals and collectives (though the focus in this research is on individual privacy) and 

that there is a constant interaction between the individual and collective dimensions of 

privacy.  

 

Several studies were conducted under the framework of the Communication Privacy 

Management Theory. One study performed on social media, namely Twitter, showed that the 

users chose to disclose information on their everyday and entertainment activities to a much 

larger extent than information on more private matters, such as health-related issues. In this 

sense, a subject’s package of information can be placed on several layers that the subject 

manages and sets the boundaries of.
33

 

 

2.1.4. The input of surveillance theories 

 

Apart from the main theories presented above, privacy is often connected to the concept of 

visibility. As Julie Cohen puts it,  

 

“Visibility is an important determinant of accessibility, but threats to privacy from 

visual surveillance become most acute when visual surveillance and data-based 

surveillance are integrated, enabling both real-time identification of visual-

surveillance subjects and subsequent searches of stored visual and data-based 

surveillance records.”
34

 

 

The more technology develops, the more visibility and surveillance mechanisms become 

omnipresent, leading to an exponentially enlarged Panopticon model, whose central control 

tower becomes, in the IoT model, embedded in particles of the everyday life through the 
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abundance of sensors, meters and interconnected devices - “if privacy invasion consists in 

being visible to Big Brother, then identifying privacy problems becomes analytically more 

difficult when there is no single Big Brother at which to point.”
35

 

 

Moreover, according to Cohen, such increased visibility of the information society 

determines three effects: (i) informational – meaning that individuals become transparent to 

others, they become object of knowledge; (ii) spatial – the spaces are reordered due to 

surveillance practice as to creating the consciousness of exposure and thus determine 

predictable human behaviour with an altered expression of identity; and (iii) “normative - 

norms of transparency and exposure are deployed to legitimate and reward practices of 

selfexposure and peer exposure. These practices are the morality plays of contemporary 

networked life; they operate as both spectacle and discipline.”
36

  

 

Analysing the nature of intelligent signals during the Second World War and a surveillance 

system designed to be put in place by National Security Agency,
37

 an author writing in the 

dawn of the Internet revolution, DeLanda, coins the notion of panspectron.
38

 The concept 

derives from that of the Panopticon, but in this case instead of having a central surveillance 

body, the surveillance items are placed all around the body under surveillance. “The 

Panspectron does not merely select certain bodies and certain (visual) data about them. 

Rather, it compiles information about all at the same time, using computers to select the 

segments of data relevant to its surveillance tasks.”
39

 

 

Writing at the same time with DeLanda, Gilles Deleuze analyses in a similar way the 

transformation of the society from “disciplinary society” that followed the logic of the 

panopticon, to the emerging “societies of control” that are founded on free-floating type of 
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control that renders visibility to all objects. Control is exerted through numbers, through 

codes that give access to information. Humans are also included in the spectrum of visible 

objects and both the individuals and the masses lose their personality and the first becomes a 

sample, while the second a large bank of data. 
40

 “Unlike in panoptic institutions, surveillance 

is cumulative among the interlocking networks of monitoring: surveillance does not ‘start 

from zero’, as may be the case in the factory or prison, but relies on historical data in order to 

forge new visibilities.”
41

 

 

The panspectron acts in a similar way and is equipped to monitor a broader range of 

frequencies than what can be registered by the human eye or by a radio or radar.
42

 

Nevertheless, one essential difference between the two authors is that while DeLanda focuses 

on this concrete surveillance apparatus, Deleuze performs an independent analysis of the shift 

of the modern society from one status to another.
43

  

 

After reviewing the main theoretical elements of the theories deemed relevant for the 

purposes of this thesis, the following section will analyse the main elements of the IoT in 

order to provide a theoretical tool for the further analysis of the legal material. 

 

2.2. Mapping the IoT  

 

Though consisting in a series of technologies, for the purposes of this research, the IoT will 

be considered as a distinct type of media that is characterized by M2M communication, 

pervasive data acquisition systems and a huge number of interconnections that are not 

performed by humans.  
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2.2.1. Architecture of the IoT 

 

The notion of IoT began its existence in 1998
44

 and nowadays it is in process of gaining field 

in all domains surrounding us. The essence of the concept is the creation of a network where 

all objects are interconnected on the basis of identification and interoperability systems. More 

precisely, it acts as an infrastructure that encompasses billions of sensors bearing unique 

identifiers embedded in everyday devices that are linked to individuals or other networked 

devices and that are designed to capture data, process, transfer or store data.
45

 

 

“The vision of the internet of things is that individual objects of everyday life such as 

cars, roadways, pacemakers, wirelessly connected pill-shaped cameras in digestive 

tracks, smart billboards which adjust to the passersby, refrigerators, or even cattle can 

be equipped with sensors that can track useful information about these objects. 

Furthermore, if the objects are uniquely addressable and connected to the internet, 

then information from these objects can flow through the same protocol that connects 

our computers to the internet. Thus, such objects can help understand complexity in 

systems and allow automated responses that don’t require human intervention.”
46

 

 

Due to the fact that the IoT infrastructure permanently collects data through such sensors that 

further communicate the data in order for it to be processed and subsequently used for 

different purposes, IoT is connected to the notions of “pervasive” and “ubiquitous”.
47

 

 

The IoT is possible due to technological developments in the field of telecommunications, out 

of which the main technologies are: “RFID, Near Field Communication (NFC), 2D bar codes, 

wireless sensor/actuators, Internet Protocol Version 6 (IPv6)21, ultrawide-band or 3/4G”.
48

 

The primary technology is nevertheless the RFID-tagging system (Radio-Frequency 
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Identification), which enables the identification, the tracking and the localisation of the 

assets.
49

 

 

The IoT does not involve a unique technology, but a complex architecture that can take 

different concrete forms and that can be implemented in a wide variety of industries. The 

architecture of the IoT can vary from field to field, but a certain pattern in the different 

elements can be observed. The first layer of elements implies the acquisition of data, which is 

mainly done by the hardware layer (sensors in many cases, but other systems as well) 

designed to capture data. The second layer is the Internet layer, the layer meant to connect the 

object to the network. The third layer is the applications or platform layer that finally uses the 

captured data.
50

 These layers can interconnect with layers from other objects and can 

compose complex networks and data flows. 

 

The huge amounts of data flows are what make up big data. Big data is defined by describing 

its main features: volume – the huge size of data (from petabytes 10
15 

bytes to zettabytes 

10
21

), variety – different type of data from different sources (such as sensors, social networks, 

other devices) and velocity – the frequency with which data is created (such as every 

millisecond).
51

 Data in such volumes can be processed in numerous ways as to obtain 

information in many fields, ranging from disaster management to marketing.
52

 More and 

more computing and processing systems are set forth in order to obtain increasingly refined 

results. 

 

As regards the technologies used, field literature mentions that “some of the key technology 

areas that will enable IoT are: (i) identification technology, (ii) IoT architecture technology, 

(iii) communication technology, (iv) network technology, (v) network discovery technology, 

(vi) softwares and algorithms, (vii) hardware technology, (viii) data and signal processing 

technology, (ix) discovery and search engine technology, (x) relationship network 

management technology, (xi) power and energy storage technology, (xii) security and privacy 

technologies, and (xiii) standardization.”
53
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Below is a non-exhaustive list of IoT functionality fields. 

 

2.2.2. Applications in the field of the IoT 

 

In the field of aerospace and aviation, without a networked identification system that can 

keep the record of the aircraft components, counterfeit airplane elements, that are susceptible 

of causing incidents, are hard to identify. The IoT will serve in covering this gap. Thus, 

airplane safety can be improved by introducing a system able to monitor both the origin and 

the alterations of airplane elements.
54

 Counterfeit products (such as counterfeit drugs, among 

others) will be in general easier to identify and track due to the extensive use of the RFID 

technology - “The attribution of objects with an RFID tag could allow for the control of the 

authenticity of products. Therefore, an organization would have to be appointed with the task 

to control that only authentic products are attributed with a tag. Consequently, counterfeited 

products would not be able to enter the supply chain (...).”
55

 

 

Remaining in the field of transportation, vehicle-to vehicle and vehicle-to-infrastructure 

communications will be made possible by placing on vehicles sensors and other devices that 

will be included in an IoT system. Such sensors will further communicate the data, which 

will be processed in order to increase vehicle safety features or traffic control, inter alia.
56

 

“Monitoring traffic jams through cell phones of the users and deployment of intelligent 

transport systems (ITS) will make the transportation of goods and people more efficient.”
57

 

As regards telecommunications, the IoT will change the very industry that created it, by 

adding a new dimension to it: the telecommunication systems themselves will be connected 

and thus generate new services.
58

 

 

The IoT can aid in health care and independent living. The sensors and devices can monitor 

the patients' medical status by using sensors that further communicate to a platform real-time 

data on the health state of a patient. In case the transmitted data indicate an emergency, the 

IoT can be connected to an intervention system (such as an ambulance) that can directly 
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reach the patient.
59

 Moreover, particular disease will find new ways of treatment, such as 

introducing remotely-guided biodegradable chips into the body.
60

 In emergency situations, 

hospitals could access all information regarding the patient who had previously had a 

wireless identifiable device implanted that stores all health records.
61

 Similarly, the aged 

individuals can obtain assistance from the IoT infrastructure by using sensors and devices 

that help with the daily life.
62

 

 

IoT devices can help optimize the level of energy in order to lower the consumption and 

implement green applications that can help environment protection.
63

 “Power consumers can 

use internet of things technologies to power down their high-use systems and appliances 

during periods of peak demand to avoid peak demand charges.”
64

 In addition, the IoT has 

various applications in the field of recycling, such as creating networks for collecting 

reusable materials.
65

 

 

Last but not least, security (and as a result surveillance) will expand its techniques by using 

sensors that can be easily placed in public spaces, such as on sidewalks or light poles. 

 

After reviewing the theoretical framework both on privacy theories and on how the IoT 

works and its large range of applicability, the following chapter will analyse the empirical 

material of this thesis, namely the legislative discourse on privacy, both as it regulated 

currently and as amended under the provisions of the Data Protection Regulation set to enter 

into force in 2018.  

 

3. LEGISLATIVE FRAMEWORK IN RESPECT OF PRIVACY  

 

In order to address the first research question, the current EU legal framework in the field of 

privacy will be analysed below in section 3.1(Current Framework in the EU), while section 

3.2 (The Attempt to Adapt the Legal Framework to Reality: the Data Protection Regulation) 
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will propose answers for the second research question, namely how the privacy rules are 

bound to soon change in the light of the latest technological changes.  

 

3.1. Current framework in the EU 

 

Data protection is a fundamental right under the EU law and aims to protect all Member 

States' citizens' privacy. “Under Article 8 of the ECHR, a right to protection against the 

collection and use of personal data forms part of the right to respect for private and family 

life, home and correspondence.”
66

 Article 16(1) of the TFEU also provides that each person 

has the right to the protection of personal data concerning him or her. Though fundamental, it 

is not absolute and thus needs to be balanced against other rights
67

 such as the freedom of 

expression, the access to documents, freedom of the arts and science,
68

 and protection of 

property
69

 (which includes intellectual property).
70

 

 

The main principles in respect of data protection on the EU level are provided under the Data 

Protection Directive, which specifically places the need for clear data protection rules in the 

context of the information society, where “the increase in scientific and technical cooperation 

and the coordinated introduction of new telecommunications networks in the Community
71

 

necessitate and facilitate cross-border flows of personal data.”
72

 Other more specific 

directives regulate particular types of contexts in which data is processed. One example of 

such directive relevant for this research is the Directive on Privacy and Electronic 

Communications. 

 

Nevertheless, directives are not directly applicable in the legislation of the Member States, 

but only trace the main principles that need to be implemented by each Member State in their 

national legislation so as to be coherent with their legal framework. Thus, the Data Protection 

Directive and the connected directives did not create a unitary application of rules in respect 

of privacy protection in the EU. As a result, the EU adopted another type of legislative tool, 
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namely a regulation that is directly applicable in the form published by the EU in all Member 

States as part of their legislation. This regulation is not yet in force, but will enter on the 25
th

 

of May 2018.
73

 Below is the analysis of the main points set forth in the Data Protection 

Directive, bearing in mind that “the IoT usually implies the processing of data that relate to 

identified or identifiable natural persons, and therefore qualifies as personal data in the sense 

of article 2 of the EU Data Protection Directive.”
74

 

 

3.1.1. Main concepts 

 

The Data Protection Directive implements certain specific notions, out of which “personal 

data” is the most appropriate to begin with. Data are personal if they refer to an identified or 

identifiable natural person (such person is called a “data subject”).
75

 Moreover, a person is 

identifiable “if additional information can be obtained without unreasonable effort, allowing 

the identification of the data subject.”
76

 For the purposes of this framework, there are several 

categories of data: one category is sensitive (or special) data, which are “personal data 

revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-

union membership, and the processing of data concerning health or sex life.”
77

 These data 

need a stronger protection due to their potential to infringe the rights and freedoms of the data 

subject. Another category is anonymised data that no longer includes identifiers and 

pseudonymised data, where data is replaced by a pseudonym, which can be achieved by 

encrypting the identifiers.
78

 While anonymised data are no longer personal data, 

pseudonymised data are still classified as personal data.
79

 Moreover, for the sake of clarity, 

personal data covers both information arising from the private life of a person, as well as 

information pertaining to the professional sphere of the person.
80

 

 

Data processing means  

 

“any operation or set of operations which is performed upon personal data, whether or 

not by automatic means, such as collection, recording, organization, storage, 
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adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, blocking, 

erasure or destruction.”
81

  

 

Thus, the term mainly refers to automatic processing, but also to manual processing in 

structured filing systems
82

. One example of processing personal data arises from 

jurisprudence:  

 

“the act of referring, on an internet page, to various persons and identifying them by 

name or by other means, for instance by giving their telephone number or information 

regarding their working conditions or hobbies, constitutes the ‘processing of personal 

data wholly or partly by automatic means’ within the meaning of Article 3 (1) of 

Directive 95/46.”
83

 

 

As regards the users of personal data, the Data Protection Directive identifies four main 

categories: (i) controllers, (ii) processors, (iii) recipients and (iv) third parties. Roughly put, 

the controllers are the entities that decide to process the data and the processors are the 

entities actually performing the processing. The legal definition of controller is  

 

“the natural or legal person, public authority, agency or any other body which alone or 

jointly with others determines the purposes and means of the processing of personal 

data; where the purposes and means of processing are determined by national or 

Community laws or regulations, the controller or the specific criteria for his 

nomination may be designated by national or Community law.”
84

  

 

The definition of a processor is “a natural or legal person, public authority, agency or any 

other body which processes personal data on behalf of the controller.”
85

  

 

In order to fully understand the difference between the two concepts, the following example 

can prove helpful:  
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“the director of the Sunshine company decides that the Moonlight company, a 

specialist in market analysis, should conduct a market analysis of Sunshine’s customer 

data. Although the task of determining the means of processing will thus be delegated 

to Moonlight, the Sunshine company remains the controller and Moonlight is only a 

processor, as, according to the contract, Moonlight may use the customer data of the 

Sunshine company only for the purposes Sunshine determines.”
86

 

 

Third parties are entities that are neither the data subject, nor the controller or the processor 

and recipients are entities to whom data are disclosed and they can be a third party or not. In 

addition, briefly defined, data subjects are the persons from which data are collected from. 

 

One last key concept is the data subject's consent, which, in order to be the legal basis for 

data processing, has to be freely given, specific, informed, unambiguous and revocable at any 

time. “Consent must have been given unambiguously. Consent may either be given explicitly 

or implied by acting in a way which leaves no doubt that the data subject agrees to the 

processing of his or her data.”
87

 Moreover, processing sensitive data needs explicit consent.
88

 

 

3.1.2. Key principles 

 

The first principle is the principle of lawful processing, which interferes with the right to 

privacy. Nevertheless, as the right to privacy is not an absolute right and can be limited by 

other legitimate interests, legal texts claim that a fair balance between privacy and data 

processing must be obtained.
89

  

 

Even from the start, the legal texts provide for a positive statement, where data processing is 

lawful, but under certain abstract conditions: “The processing of personal data is lawful only 

if it: (i) is in accordance with the law; and (ii) pursues a legitimate purpose; and (iii) is 

necessary in a democratic society in order to achieve the legitimate purpose.”
90

 As regards the 

last requirement, an example from the ECtHR jurisprudence can clarify the principle: In 

Leander v. Sweden,
91

 the ECtHR decided that performing a secret scrutiny of persons 
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applying for positions relevant for national security can meet this requirement, as the interests 

of national security prevail over the interests of individuals: the Court ruled that the 

safeguards provided in the Swedish personnel control system comply with the above 

requirements.  

 

“Having regard to the wide margin of appreciation available to it, the respondent State 

was entitled to consider that in the present case the interests of national security 

prevailed over the individual interests of the applicant (...). The interference to which 

Mr. Leander was subjected cannot therefore be said to have been disproportionate to 

the legitimate aim pursued.”
92

 

 

Moreover, the data processing must be fair, meaning that it must be transparent, especially in 

respect of the data subjects. To this end, the controllers must inform the data subjects, before 

the data processing begins, at least on the purpose of the processing and on the identity and 

address of the controller.
93

 Moreover, in theory, data subjects must be able to access their data 

at any time that they are processed. This principle can only be limited by public legitimate 

interests disposed in legal provisions. 

 

The second principle relates to the specification of the purpose of the data processing, which 

must be precisely defined before the data processing.
94

 Such precise definition of the 

purposes can be done either by notification to the relevant supervising authority in each 

Member State, either by keeping internal documentation on the processing that can be made 

available for inspection by the supervising authority, as well as for access by the data subject 

in question.
95

 As a result, processing for purposes that are not defined is not compliant with 

the Data Protection Directive. In addition, further processing for another purpose, as well as 

transfer of data to third parties, are also considered to be a new purpose which needs an 

additional legal basis in order to be compliant.
96

 

 

The third principle states that the data to be processed need to be “adequate, relevant and not 

excessive in relation to the purposes for which they are collected and/or further processed.”
97

 

Therefore, the processed data must be necessary in order to achieve the declared purpose of 
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the processing and not exceed the limits set forth by the specific purpose. Moreover, data 

must be accurate and updated and the controller needs to take all steps in order to make sure 

that inaccurate or incomplete data, deemed so in the context of the specific purpose of the 

processing,
98

 are erased or rectified.
99

  

 

The fourth principle established that the data must be kept in a form that only allows the 

identification of data subjects for no longer than the period necessary for the purposes for 

which the data were declared to be processed.
100

 Therefore, when the purposes were served, 

the data collected must be erased.
101

 

 

Last but not least, the principle of accountability provides that controllers must implement 

measures in order to promote and safeguard data protection.
102

 Moreover, “Controllers should 

be able at any time to demonstrate compliance with data protection provisions to data 

subjects, to the general public and to supervisory authorities.”
103

 The Data Protection 

Directive also sets forth the establishment of independent supervisory authorities in each 

Member State aimed to monitor data protection and intervene where necessary.
104

 

 

3.1.3. Rules on data protection 

 

First of all, data processing needs to have a lawful base, which can consist in either of the 

following: 

 

“(a) the data subject has unambiguously given his consent; or 

(b) processing is necessary for the performance of a contract to which the data subject 

is party or in order to take steps at the request of the data subject prior to entering into 

a contract; or 

(c) processing is necessary for compliance with a legal obligation to which the 

controller is subject
105

; or 
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(d) processing is necessary in order to protect the vital interests of the data subject; or 

(e) processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller or in a third 

party to whom the data are disclosed; or 

(f) processing is necessary for the purposes of the legitimate interests pursued by the 

controller or by the third party or parties to whom the data are disclosed, except where 

such interests are overridden by the interests for fundamental rights and freedoms of 

the data subject which require protection under Article 1 (1).”
106

 

 

These rules are applicable in respect of regular categories of data, while the data defined in 

section 3.1.1 (Main Concepts) as sensitive data have a stricter legal regime as regards 

processing. In accordance with the Data Protection Directive, processing sensitive data is 

prohibited as a rule: “Member States shall prohibit the processing of personal data revealing 

racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union 

membership, and the processing of data concerning health or sex life.”
107

  

 

Nevertheless, as such prohibition cannot be absolute either, there are certain exceptions to it 

as well, such as: (i) the explicit consent of the data subject on the processing of such data, (ii) 

where processing is necessary in the context of employment law, (iii) where processing is 

necessary in order to protect the vital interests of the data subject or of another person, in the 

context where the data subject is not capable of giving his/her consent, (iv) processing is 

carried out by a non-profit organization for non-commercial purposes, on  condition that the 

processing only relates to its members and that the data are not disclosed to third parties, (v) 

processing relates to data that are made public in a manifest way by the data subject itself or 

(vi) the processing is necessary in respect of legal claims.
108

  

 

Moreover, the prohibition shall not apply where healthcare issues require that such processing 

is carried out
109

 and in order to protect substantial public interests.
110

 The Data Protection 

Directive provides that  
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“processing of data relating to offences, criminal convictions or security measures 

may be carried out only under the control of official authority, or if suitable specific 

safeguards are provided under national law, subject to derogations which may be 

granted by the Member State under national provisions providing suitable specific 

safeguards. However, a complete register of criminal convictions may be kept only 

under the control of official authority. Member States may provide that data relating 

to administrative sanctions or judgements in civil cases shall also be processed under 

the control of official authority.”
111

 

 

Secondly, data processing needs to be done in a secure manner, which means that the 

controller and the processor must take the appropriate steps in respect of technical and 

organisational measures as to prevent unauthorised interferences with the data processing.
112

 

The appropriate level of data security is determined by the following factors: “(i) the security 

features available in the market for any particular type of processing; and (ii) the costs; (iii) 

the sensitivity of the data processed.”
113

 

 

Thirdly, processing must be done in a transparent manner, meaning, besides the obligation to 

inform the data subject on the purpose of the processing and the controller's identity, as 

mentioned above, also providing “any further information such as (i) the recipients or 

categories of recipients of the data, (ii) whether replies to the questions are obligatory or 

voluntary, as well as the possible consequences of failure to reply, (iii) the existence of the 

right of access to and the right to rectify the data concerning him.”
114

 Moreover, the controller 

must also notify the supervising authority or document the processing internally through a 

data protection official.
115

 Nevertheless, where the data subject is already aware, depending 

on the circumstances of the case, of the fact that its data will be processed for a specific 

purpose by a particular controller, the controller is no longer required to inform the data 

subject, as it is already informed.
116

 In the situations where data have not been obtained from 

the data subject, but from other sources, the data subject must also be given the same 

information on the processing as mentioned above, safe “where, in particular for processing 

for statistical purposes or for the purposes of historical or scientific research, the provision of 
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such information proves impossible or would involve a disproportionate effort or if recording 

or disclosure is expressly laid down by law.”
117

 

 

Fourthly, the Data Protection Directive sets forth certain rules for promoting compliance. As 

per article 20 of the Data Protection Directive, “the supervisory authority must check 

processing operations which may cause specific risks to the rights and freedoms of the data 

subjects – due to either the purpose or the circumstances of processing – before processing 

begins.”
118

 The criteria for qualifying processing operations as risky must be set in the 

national law of the Member States. The supervisory authority can decide to prohibit the 

processing in case it risks the individual's right to privacy without an overlying legitimate 

basis.
119

 The supervisory authority can also rule that the features of the processing operations 

are changed. The Data Protection Directive also provides the option for national law to 

establish that controllers may appoint data protection officials, which are independent entities 

acting as to ensure that the processing operations carried out in the entity it is responsible for 

are not likely to adversely affect the rights and freedoms of data subjects.
120

 Moreover, in 

order to promote compliance within the organization, businesses can draw up codes of 

conduct detailing the best practices for the performance of processing operations.
121

 

 

3.1.4. Rights of data subjects 

 

In order to ensure a balance between the individual's right to privacy and the processing of 

personal data, the Data Protection Directive also provides for specific rights vested in the 

persons of the data subjects. First of all, any person has the right to request from any 

controller information regarding whether the controller is processing its data.
122

 More 

specifically, the Data Protection Directive sets forth the following rights of the data subject: 

 

“(i) access their own data from any controller who processes such data; (ii) have their 

data rectified (or blocked, as appropriate) by the controller processing their data, if the 

data are inaccurate; (iii) have their data deleted or blocked, as appropriate, by the 

controller if the controller is processing their data illegally. Additionally, data subjects 

shall have the right to object to controllers about: automated decisions (made using 
                                                           
117
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personal data processed solely by automatic means); the processing of their data if it 

leads to disproportionate results; the use of their data for direct marketing 

purposes.”
123

 

 

Though the right to be forgotten
124

 as such is not provided under the Data Protection 

Directive, the EUCJ already interpreted the rules on data protection as allowing a data subject 

to request the erasure of data in respect to it under a controversial ruling: Mario Costeja 

Gonzalez and Agencia Espanola de Proteccion de Datos (AEPD) against Google Spain SL 

and Google Inc. The EUCJ states that:  

 

“the activity of a search engine consisting in finding information published or placed 

on the internet by third parties, indexing it automatically, storing it temporarily and, 

finally, making it available to internet users according to a particular order of 

preference must be classified as ‘processing of personal data’ within the meaning of 

Article 2(b) when that information contains personal data and, second, the operator of 

the search engine must be regarded as the ‘controller’ in respect of that processing, 

within the meaning of Article 2(d).”
125

  

 

Moreover, the ruling requires the operator of such search engine to remove from the list of 

displayed results after searching the name of a person, those results that link to web pages of 

third parties providing information on that person, even when such third parties are entitled to 

publish that information. The data subject should have the right to determine that such 

information is no longer linked to its name, unless there is a prevailing general interest in 

maintaining such link.
126

 

 

3.1.5. Transfer of Personal Data to Third Countries 

 

Where the transfer of data between Member States is free
127

, transfer towards countries 

outside the EU (third countries) of data undergoing processing or aimed to be processed post-

transfer is allowed under the condition that the third country in question offers an adequate 
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level of protection in respect of data.
128

 As regards the assessment of the level of protection, 

all circumstances will be taken in account, with a special focus on the following criteria:  

 

“the nature of the data, the purpose and duration of the proposed processing operation 

or operations, the country of origin and country of final destination, the rules of law, 

both general and sectoral, in force in the third country in question and the professional 

rules and security measures which are complied with in that country.”
129

 

 

Nevertheless, where the data subject has given its explicit consent, or where the transfer is in 

its interests or in the public prevailing interest, the data transfer can take place even in the 

case where the legislation of the third country where the data is transferred does not provide 

the main principles for the protection of data processing.
130

 

 

As regards what a transfer towards a third country means, the Bodil Lindqvist case mentioned 

above sets forth, in the context of loading personal data on an internet page that is accessible 

in third countries, that  

 

“there is no transfer [of data] to a third country within the meaning of Article 25 of 

Directive 95/46 where an individual in a Member State loads personal data onto an 

internet page which is stored with his hosting provider which is established in that 

State or in another Member State, thereby making those data accessible to anyone 

who connects to the internet, including people in a third country.”
131

 

 

3.1.6. Directive on Privacy and Electronic Communications 

 

As mentioned above, though the main framework on data protection is set forth under the 

Data Protection Directive, other enactments complement it. The most relevant for this 

research is the Directive on Privacy and Electronic Communications described above, which 

sets forth principles in respect of processing personal data that refer to the delivery of 

communication services in the context where  

 

“communications networks have a heightened potential for unjustified interference 

with the personal sphere of the users, as they provide added technical possibilities for 
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listening into and surveying communications performed on such networks. 

Consequently, special data protection regulations were deemed necessary in order to 

meet the particular risks for users of communications services.”
132

  

 

The Directive on privacy and electronic communications establishes not only the 

confidentiality of the content of the communicated data, but also the confidentiality of traffic 

data (such as the time and the duration of the communication, as well as the particular 

persons that communicated) and of location data (such as the place of origin of the 

communication).
133

 

 

The Directive on privacy and electronic communications was amended in 2009 with the 

following main points in order to achieve its objectives in the context of the technological 

progress and of the increasingly more communication means. The following were set forth:  

 

“(i) the restrictions on sending emails for direct marketing purposes were extended to 

short message services, multimedia messaging services and other kinds of similar 

applications; marketing emails are prohibited unless prior consent was obtained. 

Without such consent, only previous customers may be approached with marketing 

emails, if they have made their email address available and do not object. (ii) An 

obligation was placed on Member States to provide judicial remedies against 

violations of the ban on unsolicited communications. (iii) Setting of cookies, software 

which monitors and records a computer user’s actions, is no longer allowed without 

the computer user’s consent. National law should regulate in more detail how consent 

should be expressed and obtained in order to offer sufficient protection.”
134

 

 

Other EU enactments regulate data protection in other fields, such as data processing in the 

context of statistics, medical, employment or financial data.
135

 

 

As arising from the above section, the EU already put in place a system for data protection 

that has been implemented into the legislation of the Member States. The main rule arising 

from the above is that processing is allowed as a rule, under certain conditions. For sensitive 

data, though the rule is drafted as a prohibition, there is quite a large palette of exceptions 

from such prohibition, including the explicit consent of the data subject; the free consent is 

hard to assess considering the unbalanced relationship between the data controller and the 
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data subject, as explained in section 3.2.6 (Consent) below. As a result, subject to the data 

controller complying with certain requirements mainly regarding (i) the lawfulness of 

processing – which can mainly arise from the freely given consent of the data subject (as 

stated above, the free character of such consent is very debatable) or a public interest, (ii) 

transparency conditions and (iii) security conditions, personal data may be processed. The 

Data Protection Directive was drawn up more than 20 years ago and was only subsequently 

amended in 2003. As a result, the EU legislator considered stronger and directly applicable 

rules are necessary in the field of data protection, considering the technological developments 

that exponentially increase the flow of data. These new rules are set forth under the Data 

Protection Regulation and are further analysed below. 

 

3.2. The attempt to adapt the legal framework to reality: the Data Protection 

Regulation 

 

This section will answer the second research question by analysing how the data protection 

framework is about to change in the EU framework in order to adapt to the technological 

changes, including the emerging field of the IoT. As mentioned above, the Data Protection 

Directive will soon be repealed by the Data Protection Regulation that has already entered 

into force but will only be applicable as of the 25
th

 of May 2018.
136

 The main difference 

between the application of the Data Protection Directive and the application of the Data 

Protection Regulation is that the latter will “be binding in its entirety and directly applicable 

in all Member States,”
137

 thus avoiding the fragmentation among the different 

implementations throughout the Member States.
138

 Moreover, the Data Protection Regulation 

aims to set forth the necessary rules in order to ensure a due and appropriate protection of 

data in the challenging context of the swift technological developments and globalisation.
139

 

Considering that the basis for data protection framework is analysed above, the points below 

only summarise the changes brought by the Data Protection Regulation.    
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3.2.1. Subject-matter 

 

A welcome change, especially in the context of the IoT is the broadening of the scope of the 

notion of “sensitive data” under the Data Protection Regulation. The term will also include 

“the processing of genetic data
140

, biometric data
141

 for the purpose of uniquely identifying a 

natural person, data concerning health or data concerning a natural person's sex life or sexual 

orientation.”
142

 

 

3.2.2. Expanded territorial reach 

 

As the IoT is a global service, the Data Protection Regulation broadens its scope by including 

the controllers and processors in third countries that offer goods or services to EU data 

subjects, irrespective of whether such goods or services are provided in connection to a 

payment or for free. “Many will need to appoint a representative in the EU.”
143

 Where 

“offering goods and services” should be understood as more than the mere accessibility of the 

controller's or processor's website in the EU or “of an email address or of other contact 

details, or the use of a language generally used in the third country where the controller is 

established,”
144

  

 

“factors such as the use of a language or a currency generally used in one or more 

Member States with the possibility of ordering goods and services in that other 

language, or the mentioning of customers or users who are in the Union, may make it 

apparent that the controller envisages offering goods or services to data subjects in the 

Union.”
145

 

 

The Data Protection Regulation will also be applicable to controllers and processors in third 

countries that monitor the behaviour of EU citizens. Monitoring the behaviour covers for 
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instance the situation in which individuals are tracked on the internet by using certain 

methods that apply a pattern in order to predict personal preferences, meaning that a company 

outside the EU targeting consumers in the EU will be, under the new rules, subject to the 

Data Protection Regulation.
146

 

 

3.2.3. Data Protection Officers 

 

As a safeguard for carrying out data processing operations in accordance with the EU rules, 

the Data Protection Regulation
147

 sets forth the obligation to appoint a data protection officer 

in certain cases where there is a greater risk for a breach in respect of privacy rights, such as:  

 

“(i) processing is carried out by a public authority, (ii) the core activities of the 

controller or processor consist of processing which, by its nature, scope or purposes, 

requires regular and systematic monitoring of data subjects on a large scale, or (iii) 

the core activities consist of processing on a large scale of special categories of 

data.”
148

 

 

3.2.4. Accountability
149

 for privacy by design and by default 

 

Taking into account the high risk generated by the manoeuvre of huge amounts of data by the 

IoT devices, that can at any time malfunction and thus cause a lick in the system and a data 

breach, the Data Protection Regulation sets forth new rules regarding how the controller 

should implement appropriate technical measures in order to ensure a higher degree of data 

protection. These rules refer to data protection by design and by default. Under such rules, the 

controller is bound to implement, “taking into account the state of the art, the cost of 

implementation and the nature, scope, context and purposes of processing as well as the risks 

of varying likelihood and severity for rights and freedoms of natural persons posed by the 
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processing,”
150

 technical and organisational steps designed to enhance data protection, such 

as pseudonymisation
151

 or data minimisation (data protection by design). Moreover,  

 

“the controller shall implement appropriate technical and organisational measures for 

ensuring that, by default, only personal data which are necessary for each specific 

purpose of the processing are processed. That obligation applies to the amount of 

personal data collected, the extent of their processing, the period of their storage and 

their accessibility. In particular, such measures shall ensure that by default personal 

data are not made accessible without the individual's intervention to an indefinite 

number of natural persons.”
152

 (data protection by default). 

 

3.2.5. Role of data processors 

 

In order to strengthen the legal ground on which the parties to the processing operations 

move, the Data Protection Regulation sets forth direct rules in respect of data processors as 

well. Data processors must: “maintain a written record of processing activities carried out on 

behalf of each controller; designate a data protection officer where required; appoint a 

representative (when not established in the EU) in certain circumstances; and notify the 

controller on becoming aware of a personal data breach without undue delay.”
153

 

 

3.2.6. Consent
154

 

 

First of all, the Data Protection Regulation aims to implement rules where the withdrawal of 

the consent is as easy to perform as to give. More precisely, the data subject's consent is not 
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freely given if the data subject could not express its choice in a genuine manner and if it is 

not entitled to withdraw the same consent or refuse it without any detriment.
155

 Moreover, 

where the purpose of processing is direct marketing, the data subject's right to object for such 

processing needs to be explicitly brought to the attention of the data subject.
156

 

 

One other key provision of the Data Protection Regulation revolves around the discussion as 

to whether consent can be considered valid where the data controller is on a significant higher 

negotiation position than the data subject, which is often the case in the Internet and IoT 

environment. The Data Protection Regulation “states that in assessing whether consent has 

been freely given, account shall be taken, for example, of whether the performance of a 

contract is made conditional on the consent to processing data that is not necessary to 

perform that contract. This may affect some e-commerce services, among others.”
157

 

 

The Data Protection Regulation also brings changes in respect of the parental consent that is 

required for children to receive access to information society services. The rule is that only 

personal data of a child over 16 can be subject to processing. Otherwise, such processing is 

lawful only with the consent of the holder of the parental authority. Nevertheless, the Data 

Protection Regulation provides that Member States can lower this threshold until the age of 

13 under national legislation.
158

 This option “will result in a lack of harmonisation and 

companies who operate across several Member States generally choosing to meet the highest 

standard.”
159

 

 

3.2.7. Fair Processing Notices 

 

After the consent is given and the processing begins, data controllers must still continue to 

inform the subjects in a transparent manner on how their data are being processed. The Data 

Protection Regulation provides for more detailed and comprehensive forms of fair processing 

notices than those provided for in the Data Protection Directive.
160

 Some of the additional 

information to be provided by the data controllers includes: (i) the period of storing the 
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personal data;
161

 (ii) the right to withdraw the consent;
162

 (iii) “the existence of automated 

decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those 

cases, meaningful information about the logic involved, as well as the significance and the 

envisaged consequences of such processing for the data subject.”
163

  

 

3.2.8. Data Breach Notification 

 

The supervising authority must be notified by data controllers in case of most data breaches, 

where possible, within 72 hours as of the controller becomes aware of the breach. Moreover, 

in certain cases, the data controller must also notify the affected data subject in respect of the 

breach. At this point, data breaches are only notified in certain sectors. As these obligations 

are quite burdensome both on the data controller and the supervising authority
164

, the Data 

Protection Regulation also provides for a threshold for the notification obligation: the breach 

is likely to place a high risk on the rights and freedoms of the data subjects.
165

 

 

This provision is welcome with relation to stimulating the data controllers to put in place 

effective data security mechanisms. 

 

3.2.9. Focus on effective mechanisms for data protection instead of general 

notification to the supervising authority 

 

The Data Protection Regulation aims to make the data protection mechanism more efficient 

by removing the requirement on the notification to the supervising authority and focus more 

on the actual procedures and mechanisms put in place by the data controller, mostly in the 

field where the risk is higher, namely that of new technologies. 

 

More precisely, the Recitals of the Data Protection Regulation provide that  

 

“where processing operations are likely to result in a high risk to the rights and 

freedoms of natural persons, the controller should be responsible for the carrying-out 

of a data protection impact assessment to evaluate, in particular, the origin, nature, 
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particularity and severity of that risk. The outcome of the assessment should be taken 

into account when determining the appropriate measures to be taken in order to 

demonstrate that the processing of personal data complies with this Regulation. 

Where a data-protection impact assessment indicates that processing operations 

involve a high risk which the controller cannot mitigate by appropriate measures in 

terms of available technology and costs of implementation, a consultation of the 

supervisory authority should take place prior to the processing.”
166

 

 

The data processors risk higher fines in case of not dully implementing the appropriate 

mechanisms and conducting due impacts assessments, as well as for not further consulting 

the supervising authority. Fines for non-compliance with such requirements are also increased 

by the Data Protection Regulation, reaching even 4% of the annual worldwide turnover of the 

company in question.
167

  

 

3.2.10. A larger palette for data subject's rights 

 

The new framework for data protection is very focused on strengthening the rights of data 

subjects with respect to the protection of their personal data. The different rights can be 

classified in rights regarding receiving appropriate information and broadened rights to 

decide upon the upcoming of the data processing. 

 

More precisely, such rights include, for instance, a right to request information on data that 

are being processed about the data subject, as well as to access the data under certain 

conditions and correct wrong data. In addition, certain processing operations may be 

restricted, while processing of data for direct marketing purposes may be objected. 

Furthermore, data subjects are entitled to receive back the personal data collected from them 

in a commonly used format so that such data can be easily transferred to a different data 

controller (data portability).
168

 

 

One of the most controversial rights provided under the Data Protection Regulation is the 

right to be forgotten. As per Recital (65),  
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“a data subject should have the right to have his or her personal data erased and no 

longer processed where the personal data are no longer necessary in relation to the 

purposes for which they are collected or otherwise processed, where a data subject has 

withdrawn his or her consent or objects to the processing of personal data concerning 

him or her, or where the processing of his or her personal data does not otherwise 

comply with this Regulation. That right is relevant in particular where the data subject 

has given his or her consent as a child and is not fully aware of the risks involved by 

the processing, and later wants to remove such personal data, especially on the 

internet. The data subject should be able to exercise that right notwithstanding the fact 

that he or she is no longer a child.”
169

 

 

Moreover, the Data Protection regulation provides for certain specific requirements meant to 

strengthen the right to be forgotten in the online environment. The controller that made the 

data public and that is demanded to erase the information by the data subject under the right 

to be forgotten should inform the other controllers processing such information in order to 

erase and links or copies of those personal data.
170

 Nevertheless, this right is subject to 

limitation in case of a prevailing public interest, such as the area of public health, statistical 

purposes or in carrying out a legal task. 

 

As it arises from the sections above, the Data Protection Regulation attempts to create a 

stronger framework for the protection of individual’s privacy by (i) extending the definition 

of sensitive data as to include genetic and biometric data, which are essential data under the 

IoT; (ii) imposing similar requirements to controllers outside the EU as the those within the 

EU; (iii) appointing data protection officers ensuring compliance with the Data Protection 

Regulation and offering advice to companies whose activities are likely to have a greater 

impact on data protection; (iv) data protection by design and by default; (v) larger obligations 

incumbent upon the data processors; (vi) further requirements for meeting the conditions on 

the freely given consent; (vii) increased transparency under fair processing notices; (viii) 

security measures under data breach notifications; (ix) implementing more efficient ways of 

protecting personal data, such as the performance of a data processing impact assessment and 

providing for more rights in favour of the data subjects. 
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The chapter below will analyse the legislative framework presented under section 3.1 

(Current Framework in the EU) and section 3.2 (The Attempt to Adapt the Legal Framework 

to Reality: the Data Protection Regulation) from the point of view of the IoT. 

 

4. APPLICATION OF THE IoT TO THE LEGISLATIVE FRAMEWORK 

 

The current status of the EU legal framework and the upcoming changes in the data 

processing rules meant to adapt the legal realm to the technological and social developments 

were analysed under chapter 3 (Legislative Framework in respect of Privacy). This chapter 

will assess how the IoT would actually work under such rules. Taking into consideration that 

not all details need to be regulated and that self-regulation is also a viable alternative for the 

functioning of the IoT, this chapter will assess the issues still remained unsolved and how the 

concept of privacy is likely to be impacted under the new IoT infrastructure. Therefore, this 

section will answer the third research question, namely: what are the issues and gaps in the 

legal framework in relation to the IoT architecture? How do such issues leave room for 

privacy breaches?  

 

4.1. Personal Data 

 

First of all, field literature and official reports draw attention on a potential loss of 

individual's privacy, as the essence of IoT is  

 

“the prevalence of devices, sensors, readers, and applications which have the potential 

to collect a multiplicity of data types of individuals as they move through such 

environments. The possibilities to automatically identify objects may lead to an 

automatic identification of persons that are related to these objects. The information 

collected based on object identifiers, sensor data and the connection capabilities of 

IoT systems might therefore reveal information on individuals, their habits, location, 

interests and other personal information and other preferences stored for ease of use in 

systems. In combination with data available from other services or sources data 

mining activities might even create new knowledge on individuals that might not be 

revealed by separately examining the underlying data sets.”
171
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If separately-collected information may not give a broad picture on the user, combining the 

separate pieces of the puzzles can lead to obtaining a very detailed and personal image on the 

user's way of being. Mainly in the context of home automation, systems such as central 

control of lightning or heating can provide a certain patter specific to an individual or 

family,
172

 thus rendering the possibility to easily identify and profile an individual / family 

inhabiting the home. 

 

“By using information collected about and from multiple objects related to a single person, 

that person may become more easily identifiable and better known.”
173

 In this sense, the rules 

on data protection set forth the techniques of pseudonymisation and anonymisation that are 

meant to make the identification less obvious. Where data that are pseudonymised are still 

personal data, anonymised data are not protected as personal data as they are considered not 

to lead to identifiable persons. Nevertheless, EU reports warn that even data that have 

undergone a process of anonymisation
174

 risk to point towards identifiable persons due to re-

identification risks.
175

 Where such data are not protected as personal data, important privacy 

protection issues can occur. 

 

Moreover, devices that form the IoT infrastructure are more likely to collect biometric data, 

genetic data, and health-related data, qualified as sensitive data under the Data Protection 

Regulation, due to their ubiquity, including inside homes or ties to an individual, as in the 

case of Quantified Self technology. Such data are likely to be processed in various industries 

and for a whole range of purposes. “For example, recent wearable technologies such as 

Google Glass, Apple iWatch, Google Fit, Apple Health Kit, and Apple Home Kit can collect 

sensitive information about users ranging from their health conditions to financial status by 

observing or recording their daily activities.”
176

 It is often the case that the data collected 

initially relate more to the well-being of the individual, but have the potential to also provide 

information on health issues.
177

 

 

As seen above, the Data Protection Regulation requires the explicit consent of the data 

subject for the processing of such data. Moreover, it set forth the new rule on the invalidity of 
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the consent in the case where the data controller is on a significantly higher negotiation 

position and conditions the performance of an agreement on the provision of the consent to 

process data that is not necessary for the performance of that agreement. Considering these 

two rules, it seems that an abusive processing of sensitive data would be hindered under the 

new rules. 

 

Nevertheless, as regards personal data in general, EU authorities warn on the increased 

possibilities of data interconnection under the IoT system:  

 

“the processing of an individual’s personal data is likely to affect significantly his/her 

fundamental rights to privacy and to the protection of personal data in situations 

where, without IoT devices, data could not have been interconnected or only with 

great difficulty. Such situations may happen when the data collected relate to the 

individual state of health, home or intimacy, his/her location and many other aspects 

of his/her private life. In the light of the potential seriousness of that interference, it is 

clear that such processing will hardly be justified by merely the economic interest 

which an IoT stakeholder has in that processing.”
178

  

 

As a result, the interconnection of personal data could be deemed to be unlawful under the 

principle related to the existence of a legitimate interest in respect of the processing. 

Moreover, it is questionable whether in practice the interconnection of such data would be 

considered to be a distinct purpose of processing in respect of which a new consent would be 

needed. 

 

4.2. IoT stakeholders as data processors and controllers 

 

In the complex architecture of the IoT, the entities collecting data will grow and reach 

increasingly-more dimensions.  

 

“The processing of such data in this context relies on the coordinated intervention of a 

significant number of stakeholders (i.e. device manufacturers – sometimes also acting 

as data platforms; data aggregators or brokers; application developers; social 

platforms; device lenders or renters, etc.). Furthermore, once the data is remotely 

stored, it may be shared with other parties, sometimes without the individual 

concerned being aware of it (...). In these cases, the further transmission of his/her 

data is thus imposed on the user, who cannot prevent it without disabling most of the 
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functionalities of the device. As a result of this chain of actions, the IoT can put 

device manufacturers and their commercial partners in a position to build or have 

access to very detailed user profiles.”
179

 

 

This change will determine an agglomerated scenery in data processing, as well as an 

overcrowding of the supervising authorities. The entire data processing supervision 

architecture might need reconsideration in order to ensure a fluid implementation and 

monitoring of the data protection rules.   

 

Below is a brief analysis of the different IoT stakeholders that will play a part in data 

processing. 

 

4.2.1. Device manufacturers 

 

In the IoT, device manufacturers also implement elements allowing for interconnectivity and 

data transmission, such as sensors and meters. “They may also have developed or modified 

the “thing’s” operating system or installed software determining its overall functionality, 

including data and frequency of collection, when and to whom data be transmitted for which 

purposes”
180

 Most of such manufacturers collect and process personal data generated by the 

device in question for purposes determined by themselves, thus qualifying as data 

controllers.
181

 

 

4.2.2. Social Platforms 

 

IoT devices might be in certain cases configured by the user to automatically share certain 

data on social platforms. One such example is the case of Quantified Self users that are likely 

to be willing to share data collected by the devices with a particular group interested by the 

same data and as a form of sustaining an intra-group competition.
182

 

 

In case the social platforms receiving such data aim to process the data for other purposes, 

they qualify as data processors under the data protection rules. “For instance, a social network 
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may use information collected by a pedometer to infer that a particular user is a regular 

runner and shows her ads about running shoes.”
183

 In this respect, the change brought by the 

Data Protection Regulation imposing direct obligations for processors is a welcome 

amendment contributing to a safer data processing under the IoT infrastructure. 

 

4.2.3. IoT platforms 

 

In order to centralise and manage the immense flow of data collected through various IoT 

devices, the manufacturers have developed platforms that host such data. “Such platforms 

may also qualify as data controllers under EU data protection law, when the development of 

such services actually implies that they collect the users’ personal data for their own 

purposes.”
184

 

 

4.2.4. Third parties 

 

The complex relations in the IoT allow third parties to also interfere in the data flow and 

become data controllers. One way of doing this is by creating applications that enable the 

users to access or organize their own data collected by IoT devices. But, by installing such 

applications, the application developer obtains access to data as well and, safe for the case the 

data are anonymised, they become data controllers in return. As a result, when installing such 

applications, the user's consent must be informed, clear and specific.
185

 

 

Apart from such developers, other third parties could also use IoT devices in order to collect 

data from users.  

 

“For instance, health-insurances may wish to give pedometers to customers to monitor 

how often they exercise and adapt their insurance premiums accordingly. Unlike 

device manufacturers, such third-parties have no control over the type of data 

collected by the thing. Yet, they qualify as data controllers for these processing, in as 

much as they collect and store the data generated by such IoT devices for specific 

purposes which they have determined themselves.”
186
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4.3. Challenges with respect to the main principles 

 

4.3.1. User's lack of control 

 

The amount of devices collecting data and the interactions between such devices, the new and 

complex paths data flows can take, the number of actors involved in the infrastructure, the 

novelty of the system can all converge in placing the user in a position where it cannot 

control the data it provides to the system.  

 

“For instance, unlike other types of content, IoT pushed data may not be adequately 

reviewable by the data subject prior to publication, which undeniably generates a risk 

of lack of control and excessive self-exposure for the user. Also, communication 

between objects can be triggered automatically as well as by default, without the 

individual being aware of it.”
187

 

 

Therefore, in the absence of extensive measures aimed to empower the user as to gaining 

control over the data it provides, the features of the IoT make it very difficult to monitor the 

data and the path the data further takes. 

 

Though it is important that users of the IoT have complete control and portability of their 

own data – including deleting or moving their data from one service provider to another, the 

(most) existing IoT solutions on the market do not provide such possibilities and only give 

limited access to users.
188

  

 

In addition, it is important that devices are interoperable and the users have the freedom to 

choose hardware and software components from different vendors that are able to 

communicate to each other and thus create a smart environment at his or her choice. That 

implies that it is the users that decide on the data they share and on the access rights of 

service providers.
189
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4.3.2. Transparency issues 

 

The IoT system challenges the very foundations of the data protection legal framework when 

it comes to transparency issues as well, in the context where the number of devices is so 

significant and their embedding in the everyday life is meant to make the user forget of their 

mere existence and get accustomed to them as something that is a given. Nevertheless, as all 

smart meters, sensors and monitoring devices are meant to transmit data, they do enter the 

scope of the data protection rules, which are supposed to, somehow, protect the user in this 

chaotic flow of data.   

 

Obtaining a clear and informed consent from individuals that simply happen to be in the 

vicinity of an IoT device collecting data from the environment including the individual or 

from individual will be a challenge.  

 

“The fairness principle specifically requires that personal data should never be 

collected and processed without the individual being actually aware of it. This 

requirement is all the more important in relation to the IoT as sensors are actually 

designed to be non-obtrusive, i.e. as invisible as possible. Yet, data controllers acting 

in the IoT (first and foremost device manufacturers) must inform all individuals in the 

geographical or digital vicinity of connected devices when data related to them or 

their environment is collected.”
190

 

 

Unlike the traditional telecommunication field where the user's consent can normally be 

asked for by sending notifications asking for such consent, many of the devices embedded in 

the IoT infrastructure cannot sustain a notification system because they are not designed to. 

Sensors are one such example: “it seems that sensor devices are usually designed neither to 

provide information by themselves nor to provide a valid mechanism for getting the 

individual’s consent. Yet, new ways of obtaining the user’s valid consent should be 

considered by IoT stakeholders, including by implementing consent mechanisms through the 

devices themselves.”
191

 Moreover, in certain cases, it is very hard in practice to renounce 

features or services of an IoT device, which raises the question of whether the consent of the 
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user in respect of the data processing can be considered as a freely given consent, and thus a 

valid consent under the EU rules.
192

  

 

“One major privacy challenge in the IoT is to develop technologies that request 

consent from users in an efficient and effective manner. This is a challenging task 

because every user has limited time and technical knowledge to engage in the process. 

Such research will need to combine principles and techniques from human-computer 

interaction and cognitive sciences.”
193

 

 

Furthermore, in the case of certain devices, such as, for instance, smart watches, the regular 

consumer might not even be aware that it is a smart watch that collects data from it and not a 

regular, unconnected, watch. In order to mitigate this issue, specific signs should clearly 

indicate that it is a smart device that transfers data.
194

 

 

Another issue is that IoT is often based on automatic decision-making, which “might not be 

transparent to the data subjects and therefore create the sense of loss of control. Moreover 

these decisions will be difficult to understand for individuals as especially information 

collected via sensors is often only subconsciously recognized by individuals.”
195

 

 

In addition, there is a risk that consent is given for a specific purpose and that the data are 

further collected and stored in case other opportune uses for such data appear as appropriate 

at a future moment. This interferes with the “data minimisation”
196

 principle provided under 

the EU data protection rules. Somehow in contradiction with this principle, practitioners in 

the field of data developed the concept of “data mining”, which means “discovering novel, 

interesting, and potentially useful patterns from large data sets and applying algorithms to the 

extraction of hidden information.”
197

 Data mining aims to extract models of understanding 

from data and exploit data to their maximum. Therefore, sticking to a sole purpose is against 

the essence of data mining, which seeks to find unexpected “treasures” that cannot be defined 

from the very beginning. 
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4.3.3. Anonymity-related issues 

 

The extension of IoT implies a more and more difficult task in remaining anonymous or 

unnoticed.  

 

“For instance, wearable things kept in close proximity of data subjects result in the 

availability of a range of other identifiers, such as the MAC addresses of other devices 

which could be useful to generate a fingerprint allowing data subject location 

tracking. The collection of multiple MAC addresses of multiple sensor devices will 

help create unique fingerprints and more stable identifiers which IoT stakeholders will 

be able to attribute to specific individuals.”
198

  

 

Such identifiers could be further used for large palette of purposes, such as location analytics 

or crowd movement patterns that can be in return combined with other data arising from 

other devices and thus resulting high vulnerabilities with respect to re-identification 

attacks.
199

  

 

4.3.4. Repurposing the original processing 

 

In the complex IoT architecture implying a strong connectivity between the different 

stakeholders and platforms processing information, there is a high risk that information 

collected for one purpose, agreed upon by the data subject, ends up in the computing system 

of another stakeholder that processes the data for other purposes, for which the user did not 

give its consent on. “Apparently insignificant data originally collected through a device (e.g. 

the accelerometer and the gyroscope of a smartphone) can then be used to infer other 

information with a totally different meaning (e.g. the individual’s driving habits).”
200

 

 

Such information can be further processed as to deduce sensitive information, such as data on 

the health condition of the user. “Therefore it is important that, at each level (whether raw, 

extracted or displayed data), IoT stakeholders make sure that the data is used for purposes 
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that are all compatible with the original purpose of the processing and that these purposes are 

known to the user.”
201

 

 

4.3.5. Security issues 

 

The IoT provides for a complex network of interconnected devices where the security risks 

increase significantly in comparison with the non-connected landscape. The huge amount of 

data collected by the IoT devices lead to questions related to security of such data. The risks 

for data breach also increase exponentially and the requirements on the immediate 

information notice in respect of data breach don't seem to compensate such risk. It remains to 

be seen whether the implementation of technical security enhancements under privacy by 

design and privacy by default requirements set forth under the Data Protection Regulation 

mitigate this risk in a sufficient manner or not, as the nature of the IoT-embedded devices is 

“deployed outside a traditional IT structure and lacking sufficient security built into them”
202

. 

The concrete dangers such devices could rise are “data losses, infection by malware, but also 

unauthorized access to personal data, intrusive use of wearable devices, or unlawful 

surveillance.”
203

 

 

Furthermore, devices that are accessible via the Internet usually have default settings and are 

not configured by the user. As a result, they can leave space for intruders.
204

 In this context as 

well, the “privacy by design” and “privacy by default” requirements presented above under 

the provisions of the Data Protection Regulation have a vital function in securing paths that 

might otherwise likely be targets for security breaches.
205

 Nevertheless, it seems that privacy 

by design features are often not implemented as of manufacturing, but added along the way, 

which limits the efficiency of the security and privacy features.
206

 “Moreover, the IoT objects 

do not always have enough computing power to implement all the relevant security layers / 

functionalities; the heterogeneity of objects becomes very challenging in this context. 

Similarly, the heterogeneity of privacy policies needs to be taken into account.”
207
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Moreover, the multitude of layers leads to a situation where it is enough that one device in the 

chain suffers a cyber-attack that all devices in the chain are potentially affected.
208

 

 

Because of limited resources (such as battery or energy), the security component embedded 

in the device could suffer.  

 

“In particular, it is not yet clear how device manufacturers will balance the 

implementation of confidentiality, integrity and availability measures at all levels of 

the processing sequence with the need to optimise the use of computational resources 

– and energy – by objects and sensors. Therefore, there is a risk that the IoT may turn 

an everyday object into a potential privacy and information security target while 

distributing those targets far more widely than the current version of the Internet.”
209

  

 

Moreover, as the devices are connected (and any weak point in the network represents the 

security level of the entire network), the security risk grows and gives way to potential 

stealing of data or surveillance practices.
210

 

 

IoT devices have limited security capabilities. Most sensors cannot establish an encrypted 

link due to the fact that, in terms of resource allocation, the device prioritizes the physical 

autonomy of the device or the cost control. Moreover, because of resource constraints and 

because their components normally use wireless connections, IoT-embedded devices are 

difficult to secure and thus vulnerable to physical attacks and proxy attacks.
211

 

 

Another sensitive point in this respect is the  

 

“self-tracker systems (e.g. pedometers, sleep trackers) on the market [that] also suffer 

from security flaws allowing attackers to tamper observed values that are reported to 

the applications and device manufacturers. It is essential that these devices should 

offer adequate protections against data tampering, in particular if values reported by 

these sensors indirectly impact health-related decisions of users.”
212
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4.4. Rights of data subjects 

 

4.4.1. Right of access 

 

Where the data protection rules require that the data subject should have access to the 

processed data, the IoT architecture renders this task difficult mostly due to how it normally 

functions: “devices usually first send data to the device manufacturer, which then makes this 

data accessible to the user through a web portal or an app. This design allows manufacturers 

to provide online services that leverage the device capabilities, but it may also prevent users 

from freely choosing the service that interacts with their device.”
213

 

 

Therefore, users do not actually have access to the raw data they provide, but to the refined 

data that meet the purpose of the device. Nevertheless, in order to attain the purposes of data 

protection rules, i.e. the access of the users to all data that are processed from them, users 

should have access to the raw data as well, in order to allow them to have control on what is 

processed from them.
214

 

 

Moreover, such situations could lead to a user lock-in, due to the lack of possibilities to 

choose another service. As “such a dependency would be detrimental for users having control 

over their data and the right to choose providers”
215

, the Data Protection Regulation seeks to 

discourage this type of attitudes from the IoT stakeholders by implementing the “right to 

portability.” 

 

4.4.2. Right to withdraw consent 

 

The problem in this sense with IoT devices is that the withdrawal of consent might leave the 

device non-functional in many cases. As the withdrawal of consent means the device can no 

longer collect data or transfer data, the connected device becomes useless.
216
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Considering all the above, it arises that in the complex landscape of the IoT, the data 

protection rules are not sufficient and that there is room for privacy breaches, mostly because 

the data controllers have a considerable stronger position than the data subjects, that risk to 

remain out of services or devices in case they refuse to give their consent for processing or 

withdraw it.   

 

After analysing the tools the EU legislator enforces in order to protect privacy against the 

pervasive dimension of data, the chapter below will apply the legal framework, as outlined 

under chapters 3 (Legislative Framework in respect of Privacy) and 4 (Application of the IoT 

to the Legislative Framework) to the theories outlined in chapter 2 (Theoretical Context) in 

order to assess how the discourse on privacy is under process of reconstruction.  

 

5. ANALYSIS OF THE CURRENT LEGISLATIVE DISCOURSE ON PRIVACY 

 

This last chapter aims to answer the final research question, namely to what extent are the 

theories on privacy applicable in the new scenery? What are the new perspectives on the 

discourse on privacy? In order to do so, the theories stated under chapter 2 (Theoretical 

Context) will be analysed from the point of view of the interplay between the strong 

interference in the personal data brought by the emergence of the IoT and the attempt to 

counterbalance such interference by the legislative framework. In this sense, an EC document 

warns about that  

 

“this trend is likely to have an impact on the way the individual actually behaves, in 

the same way that it has been demonstrated that the intensive use of CCTV
217

 has 

correspondingly influenced citizen’s behaviour in public spaces. With the IoT, such 

potential surveillance might now reach the most private sphere of the individuals’ life, 

including homes. This will put a pressure on the individual to avoid non-usual 

behaviour so as to prevent the detection of what might be perceived as anomalies. 

Such a trend would be very intrusive on the private life and the intimacy of 

individuals and should be very closely monitored.”
218

 

 

Each theory will be analysed using the tools presented above. After performing the analysis, 

the research will assess the new directions of the discourse on privacy, as arising from the 

empirical material.  
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5.1. Analysis of theories 

 

5.1.1.  The impact on the normative theory  

 

The normative approach to privacy is often criticised because of its rigidity in relation to the 

dynamic realities, mainly in the light of the ever-changing scenery of telecommunications. 

Moreover, the normative approach is more appropriate to physical spaces, where the 

boundaries are clearer and the private / public sphere are easier to identify. The strict 

delimitation between the public sphere and the private sphere as an element of privacy is also 

strongly diffused under the IoT, as one’s home becomes the stage of personal data 

registration, measurement and sensing.    

 

Moreover, stating that privacy means, inter alia, control of the data flow, is not sustainable 

under the IoT. As explained above in chapter 4 (Application of the IoT to the Legislative 

Framework), though the Data Protection Regulation sets forth stricter rules with respect to 

the provision of consent, such provisions are insufficient under the IoT architecture, due to 

the ubiquity of devices, the broad range of types of devices, out of which some do not allow 

for the data to be reviewed and thus controlled and also due to their embeddedness in the 

everyday life that makes the user forget about their existence. In addition, the Data Protection 

Directive and Data Protection Regulation provide for certain cases where the consent of the 

subject is not needed, such as for legitimate public interests, which is a very broad notion 

susceptible of allowing governmental control. Moreover, as stated above, the relationship 

between the data subject and the data controller is usually unequal and the data subject may 

find itself in a position where it is required to give its consent in order to obtain a service. 

Though the Data Protection Regulation aims to balance this situation by stating that consent 

is not considered to be freely given where the performance of an agreement depends on the 

provision of such consent, it remains to be seen in practice how this provision is interpreted 

and applied.  

 

Some authors are very sceptical in respect of the normative approach even in relation to the 

pre-IoT phase of the Internet:  
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“it is clear that a normative approach to privacy, relying heavily on social norms and 

legal traditions, is ineffective when dealing with online privacy threats faced by 

netizens of the digital world. Internet users would not be able to rely on legal systems 

to protect their personal privacy, nor could they expect the other users to observe the 

social and cultural norms of their own. As such, the burden of protecting personal 

privacy shifts to the individuals themselves.”
219

 

 

One of the main arguments is that, first of all, the virtual space is only a metaphor for the 

real-life space and thus there are no real boundaries between private and public spaces and, 

secondly, this space is inhabited by citizens pertaining to different cultures and having 

different perspectives on the notion of privacy, thus rendering the rules and expectation of 

privacy heterogeneous and thus difficult to grasp.
220

  

 

As regards the possibility to maintain the privacy states discussed by Westin, considering the 

ubiquity of devices in the most intimate spaces and the profiling activities that can even 

reveal non-manifested psychical information on the data subject, a formal answer would be 

no. Nevertheless, as such states are personal and subjective, it depends on each individual, on 

the way it relates to the devices and on the awareness it has on the further processing of its 

data, to experience, for instance, emotional release, when it is in an apparently-private, but 

sensor-friendly, space.  

 

Though this research relies on legislation in order to explain the shift in the concept of 

privacy, the perspective on privacy is to an extent contrary to that of Westin, as this research 

approaches the notion of privacy as a volatile subject-matter that cannot be easily put into 

different categories and that does not consist into entering or exiting a physical space.  

 

5.1.2. The impact on the social interaction theory 

 

As the social interaction theory defines privacy in terms of selective control and bidirectional 

process of withdrawal from the world and going back in the world, it is more dynamic and 

flexible than the previously-analysed normative theory, but it is still not fully applicable to 

the IoT. First of all, even if the vantage point is behavioural and the notion of privacy is a 

variable construed under the impact of social interaction, the applicability of the notion of 
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selective control is debatable in this case as well. Selective control implies that a data subject 

or a group of data subjects has at any time the option to give and to withdraw consent.  

 

Apart from the issues regarding consent per se explained above, there are also issues 

regarding the withdrawal of consent. As explained above, though the Data Protection 

Regulation specifically implements the rule according to which the data subject should be 

allowed to withdraw its consent as easy as it granted it, actually withdrawing the consent 

might leave the IoT-embedded device non-functional and thus useless. As a result, not only 

that the consent is often given under contractual constraints, but also the freedom to withdraw 

it is limited by practical purposes.  

 

Moreover, as the social interaction theory also refers to groups as privacy subjects, as the 

monitoring devices are often located in homes, it is not difficult to gather information on the 

behavioural patterns of a family, for instance. The same applies for companies as well. Where 

IoT devices are situated in offices, it is easy to track and profile the habits of the employees.  

 

The environmental privacy mechanisms, the physical spaces recognized under certain rules 

and cultural habits as creating privacy seem to generally fade away under the IoT, due to the 

pervasive data collecting devices. Moreover, it is not only physical spaces that are under 

assault, but also the human body is a constant producer of data under the IoT scenery. 

Nevertheless, the question on whether the data subject actually feels a big constraint with 

respect to its privacy remains an open question, because the IoT devices are designed to 

become a natural part of the everyday life and their purpose is to simply function without a 

continuous reminder of their existence.  

 

5.1.3. The impact on the communication privacy management theory 

 

In light of the above, whether the data subject will be capable of maintaining an optimal 

management of its private and worldly practices is debatable. It is obvious by now that 

privacy may no longer be created by placing a wall between public life and private domain. 

Nevertheless, privacy in the company of devices transferring data is not exactly under the 

definitions of public under the privacy-related theories. In this sense, though the devices do 

communicate with the outside world, they do not directly intrude in the individual’s life. They 

do not need specific inputs from their owner, nor do they ask for anything (unless designed to 
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do so). As a result, under the privacy management theory, managing the interplay between 

collective and private time could function for the individual even where the private time is 

spent in the company of data-collecting devices. It remains to be seen under future researches 

whether the individuals perceive the state where they are alone and surrounded by devices as 

a privacy state, a non-privacy state or a state in between. 

 

Apart from the issues described above, one of the key elements of the communication privacy 

management theory is that the subject manages the information it chooses to reveal and the 

ones it chooses to conceal, normally disclosing details of daily life or entertainment, but 

concealing more sensitive data, such as health-related issues. As seen above, the Data 

Protection Directive also provides for a special regime with respect to sensitive data, the 

processing of which is prohibited as a rule and is only allowed under certain exceptions. 

Moreover, the Data Protection Regulation enlarges the scope of sensitive data, by adding 

genetic and biometric data to the definition of sensitive data. 

 

Nevertheless, as explained in section 4.1 (Personal Data) above, the devices included in the 

IoT are more likely to capture sensitive information such as biometric, genetic and health-

related data, due to the fact that many of them are placed in private spaces or on the body 

(such as Quantified Self devices). Though the purpose of data processing might initially be to 

simply monitor the well-being of the individual, due to the ubiquity of such devices and the 

infinite possibilities to combine the data captured by various devices, it is likely to derive 

sensitive data from interconnecting the various sources of information. Normally, 

interconnecting data could qualify as a new processing requiring the consent of the data 

subject but, as explained in the above-cited section, the EC also questions how this 

requirement will be complied with in practice.   

 

As a result, due to the increased potential to capture and combine data relating to private 

spaces, the data subject’s actual capability to manage the data it shares and set the boundaries 

of its privacy is strongly diffused.  

 

5.1.4. The impact on the surveillance theory 

 

As stated in section 2.1.4 (The Input of Surveillance Theories), the Panopticon model relying 

on a central surveillance tower is no longer applicable due to technological developments that 
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place control points all around the individual. Visibility becomes a tool for control and 

surveillance practices feed on their own substance by creating new behavioural norms. What 

is normal or abnormal is subject to continuous adaptation, depending on the rules of a society 

at a given time. The IoT might be the trigger for a new contour of normality in the field of 

privacy rituals as well.  

 

As stated several times above, the IoT enters the most private sphere of an individual's life: 

the body, the home, the family, the life patterns – how one sleeps, how one eats, the bodily 

reactions under different stimuli, the health issues it has or is likely to have, how one drives, 

how one prefers its coffee – and the list is infinite. 

 

The IoT seems to enforce precisely the specific scenery of the panspectric theory where 

individuals are monitored from a complex array of sources and where they are conscious of 

this supervision. Another key aspect on the panspectric theory is that it does not imply total 

supervision and it does not empower everybody to exert surveillance. Though the monitoring 

apparatus is decentralized the actor holding access to the information remains central. 

“Panspectrism is a mode of surveillance highly biased in favour of those in control of the 

monitoring infrastructures, compared to those lacking access or control.”
221

 

 

The IoT makes individuals, groups, patterns, way of being, psychical mechanisms, visible. 

Though smooth and subtle, it has the potential to cast light on every privacy corner an 

individual may have. Nevertheless, where under the panopticon model, the central control 

tower is imposing and important enough to remind the prisoners that they are being watched, 

the panspectric model does not remind, does not impose, does not want attention and does not 

aim to determine certain behaviours. What it does aim is to find out, to collect data and to 

connect them. The IoT apparatus is not a big brother, but it is a thousand distant relatives one 

tends to forget about. Exactly how these distant, but nosy, relatives are to be perceived by 

individuals, it remains to be seen, but it seems like privacy is transforming into a hybrid form 

where the existence of data collecting devices becomes the norm.  
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Nevertheless, though the panspectric model seems to fit to the IoT, note should be made that 

the control exerted under the IoT is not necessarily connected to “disciplinary societies” as 

explained under section 2.1.4 (The Input of Surveillance Theories), but might have a stronger 

commercial trigger. The individual does become a figure in a sea of statistics and profiling 

algorithms supplying the waves of big data, but the primary purpose is not necessarily linked 

to disciplinary actions, though the exact consequences of the IoT model on consumers or the 

purposes of processing fall outside the scope of this paper. 

 

5.2. New perspectives on the discourse on privacy 

 

The tools offered by legislation, such as giving one’s consent or being able to access one’s 

digital history are, to an extent, only tools that make this supervision acceptable and that 

provide an appearance of control. Just as Deleuze puts it, the IoT architecture is the epiphany 

of a panspectron society where human behaviour is valuable by the fact that it reveals a 

pattern in a mass of data. As explained above, the legislative framework aims to adapt to the 

current technological trends by safeguarding the values related to privacy, but it is this precise 

framework that determines a new paradigm in the concept of privacy.  

 

More precisely, breaches of what privacy means in a traditional perspective are normalized 

under the legal framework. By providing certain limitations to a behaviour that is a breach the 

behaviour per se becomes acceptable. By providing insufficient limitations to a pattern, the 

pattern becomes legal, safe for crossing the boarders. Monitoring personal data, such as one’s 

health system, becomes acceptable where one feels protected by the fact that he or she needs 

to give its consent for that, even if it is hard to claim that the consent is actually freely given 

and unrestricted.  

 

Where privacy became a completely different notion from the notion coined by Westin under 

the normative approach as of the beginning of the information society, the notion of privacy 

seems to have gained new dimensions even from the surveillance-related theories, as 

explained by Julie Cohen.  

 

As seen above, under the IoT, surveillance (as the counterparty of privacy) is not a 

unidirectional “tamed” individual transmitting a predictable informational flow in return for 

an uninterrupted, but also unique, gaze. Under the IoT, the gaze is everywhere, hidden in all 
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devices and sensing in order to improve the individual’s life. The gaze comes together with a 

broad range of benefits and optimizations and becomes acceptable under the appearance of a 

pseudo-control over it provided by legislation.  

 

This augmented visibility is nevertheless a smooth visibility that may create an appearance of 

privacy for the everyday life of individuals. Though under constant surveillance, the friendly 

devices designed to serve cannot play a disciplinary role. Nevertheless, they do create a new 

norm with respect to privacy, which can no longer be placing oneself between the walls of a 

house in a process of separation from the outside world. In a world of interconnected devices, 

there is no room for separation, neither for devices nor for humans.  
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6. CONCLUSION AND SUMMARY 

 

The research first sets forth the theoretical background on privacy, namely a selection of 

theories on privacy to be tested under the data ubiquity ruled by the emerging IoT. The 

normative theory, the social interaction theory, the communication privacy management 

theory and the surveillance theory (with the main components regarding panopticism and 

panspectrism) were briefly presented in order to be further analysed. The thesis then assessed 

the main elements of the “trigger” of this research, namely the IoT, construed as a separate 

type of media, though consisting of a complex architecture of media and layers. 

 

After establishing the theoretical background, the research continued by analysing the 

empirical material – namely the EU legal texts with respect to data protection. The main 

components revolve around the current regime set forth under the Data Protection Regime 

and the upcoming regime provided under the Data Protection Regulation. After analysing the 

main rules and the rights granted to data subjects under each regime, the thesis concluded that 

the Data Protection Regulation aims to establish higher standards of transparency, 

accessibility and consensual agreement between the data subject and the controller.  

 

Nevertheless, under the following chapter, the research analyses how the IoT would actually 

be applicable under the legal framework and concludes that the applicable rules are not 

sufficient to confer an adequate protection to the individual’s privacy under the upcoming 

technological changes, mostly due to the data subject’s lack of real choice with respect to 

granting its consent on processing its data, because of its obvious inferior negotiation position 

in relation to the data controller. Where the user does not grant its consent or withdraws it, it 

may remain with a useless device (alternative royalty schemes might also be put in place, but 

such options are not part of this research). 

 

Finally, the thesis tests the theories presented at the beginning of the research by subjecting 

them to an analysis on the basis of the findings of the previous chapters and concludes that 

the normative theory is the most unappropriated discourse on privacy in the context of the 

IoT and that the social interaction theory and the communication privacy management theory 

also fundament on principles, such as control of information, that are very limited under the 

IoT scenery, taking into account the gaps of the legal framework as well. The panopticon 

model is only partly applicable, as the new scenery consists in check points located all around 
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the individual, and not in a central control tower, though the final actors that have access to 

the data are central and the ubiquity of data does not translate into an ubiquity of processed 

data owners, which remains for the privileged few.  

 

As a result, the theory that seems to apply to the structure of privacy under the IoT is the 

panspectric surveillance theory, stating that the supervision of individuals is carried out by a 

broad range of controlling units that monitor its behaviour and that further transmit the data 

to central actors. Where the legal framework is not capable of conferring an authentic full 

protection of personal data and the user that wants to keep the functionality of its devices 

cannot really exert its free will in relation to the data controller despite the legislative 

attempts to strengthen such protection, the panspectric gaze seems to be embedded in the IoT 

devices along with its sensors and meters. The subtle ubiquity of the IoT is likely to set up 

different transparency standards and a new form of interconnected privacy.  
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